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STKI Summit 2074 Frame tale:

" ' "
!
| was chosen for the

job | wanted—CIO of
the organization!
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STKI Summit 2074 Frame tale:
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STKI Summit 2074 Frame

The CEO has asked to:
o “Do better with the
current business processes’
o “Enable new business
processes”

o “Act like a factory”
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STKI Summit 20714 Frame tale:

Do better with current business
processes means better:
Availability, Business alignment (LOB
will not have to “wait” for IT),
Regulation compliance, Security-
All with lower budget!
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STKI Summit 20714 Frame tale:

What does “Support new
business processes” mean?
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Why does IT need to adapt?
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Source: 2006 http://cacm.acm.org/magazines/2006/10/5805-why-spoofing-is-serious-internet-fraud/abstract

2006 E-Banking Site

A-B testing Social media integration

Recommendation engines Much more

Wish Lists


http://cacm.acm.org/magazines/2006/10/5805-why-spoofing-is-serious-internet-fraud/abstract

New business needs require:

Different Functionality

e Comparison engines, Alerts, Web Analytics, A-B testing,
Recommendation engines, Social media integration, Wish
Lists, Blogs, Likes, Personalization (geographically, etc.), API

Economy (working with many partners) etc (more at Einat and
Galit’s presentation.

*Different Mentality

 Constantly updated to application, Unplanned Scale, Short (and

long) projects, Huge Data needs, Huge Compute needs, Mobile
first, APl Economy etc.

*This cannot be achieved with “More

of the Same” IT technologies and
processes!

Incanity ic doing the
same thing, over
and over again, but
expecting different
results.

-Albert Einstein

b
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These new systems are called: “Systems of Engagement”
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http://www.agencyport.com/blog/?attachment_id=3713

IT is divided into two distinct
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In this presentation

. | GOOD CHOICEmp
<= BAD CHOICE
I 4
'y
Systems of records are . Systems of engagement
utilizing Traditional . | , » are utilizing New
technologies ® technologies

But in reality new technologies are also used for systems of records
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System of records technology stack

“packaged " Code
application” -
(0]0) _~ Middleware : ESB, . ,
> C " BPM, ETL, FTP, BRMS Automation at department
= / ~ level
S — //
= 5 RDBMS \
U 'E s - . . . . . e N
O @) e Virtualization: Hypervisors, Virtual Network
A e Virtual Storage Converged
E Systems =
HW: Brand Blades, Network, Storage appliances

Traditional “fixed” DC, Hosting\DR providers '
ya '\\
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System of engagement technology stack

APl Economy ZAPI™

" Code GUI
A =N
~CEP — Streaming data™.
o]0) 4 4 N\ Cross department automation =
> E Cloud computing APl management tools . peyops tools
g latf \
" ®) platiorms P No SQL (Mongo, Cassandra, ‘
> + e Couchbase), Hadoop N
O (- P . N
() ®) e In many cases no virtualization. In some cases \\
V) 2 £ Hypervisors or Containers (Docker) N
",
/// . o o . ) 1 H
Monitoring\ HW: White Boxes (or specific build) Servers, No central Public or private
o storage, Object Storage, SD Storage , Network SDN, infra clouds
security is part of N

cloud\platform

Modular DC, Cloud
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STKI Summit 2074 Frame tale:

What does “Like a factory”
mean?
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Who is running this?

The IT Factory = “IT Delivery Department”

Sigal Russin & Pini Cohen / Copyright@2014

2 ) - Do not remove source or attribution
- ' S I ol n D From any slide, graph or portion of graph 17

IT Knowledge Integrators


http://www.frenb.com/eng/about.asp
http://www.robotassemblysystems.com/

IT Delivery as a Factory!

IT Delivery Services (SW + HW) |

18



IT Delivery as a Factory!

IT Delivery Services (SW + HW) |
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IT is divided into two distinct “worlds”

SR |

s |
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IT Delivery Challenges

Today’s Data Center

Systems of Records

ORACLE y Microsoft .
AR ““Dynami(s Mainframe

............

Records _
(transactions) P

v e

80-85% of Budget '
20-30% of CIO time ¢ =

: Productlwty Optlmlzatlon

Processes
Long Life Cycles

Reduce
“Operating
Expenses

Software-Defined Data Center

“Records” and “Engagement” share the gtems of Engagement
. . r '-’ A puthon
same IT Delivery problem domains ), Bl spring # v (@
System
: & of
But might address these challenges % Engagement

differently

| System 1
| of
Engagement i

Systems of Engagement

& % 15-20% of Budget
o] 70 80% of CIO time

Invest in
new
model
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STKI Summit 2074 Frame tale:

This is a “marathon” and not
a sprint
Let’s first meet with the
members of the team

.
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STKI Summit 2074 Frame tale: The DC manager
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Modular DC
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http://www.mygreenhosting.com/green-data-center.php

Modular DC s

* On Wheels

* Containers: iso containers vs. none-iso size containers

* “Self contained” containers vs. containers that rely on outside cooling, power (generators), etc.
* Modules that are assembled together
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Modular DC pros and cons

Pros: Cons:

* Faster delivery, easy to install, pre-built * One size does not fit all

* Grow as you grow— do not need to invest * size of container \ size of underground elevator
for future use * regulated components

. . * size of building — 50 cm is left unused
* Growth and maintenance are predictable _ 587>
* Special need that is not standard

* Repeatable design leads to lower PUE =

_ * Vendor lock-in in procurement and
lower operations cost

maintenance

* Should be cheaper because of scale of

ducti * How long will it take to bring container to
production

Israel ?!

* Can be more expensive because “they
can”

Modular DC is a viable option. Its final market position is still evolving.
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Who is using the DC technologies —= End Users

-7 0nD1Mn / 2013-2 722X 1700 WK L,D'07'N90 MINN
2014
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Who else is using the DC technologies

* Boom of new and expanding Hosting, DRP,

Cloud providers:

» MED1, BezeqINT, CCC, Bynet, Malam, HP, IBM, Viola,
Adgar, etc,.

* On top of the basic Hosting\DRP services
we see more and more Cloud services:

> Backup as a Service
» DR asaService (example WE!Cloud)

»  Email as a service (provided by local companies)

Israeli players believe that local regulations will help local cloud providers

(“Canada” style)
)8

From any slide, graph or portion of graph



http://www.ssae-16.com/find-a-us-ssae-16-data-center/

STKI Summit 2074 Frame tale: The Network manager
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» Multiple virtualized machines exchange
multiple traffic flows.

» Switching routes and juggling bandwidth
can be a headache.

» Network hardware costs, network
management costs — human resource

» Secure all networking components

» Can not control business applications- they

run separately.

-
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Current Network
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SDN- Software Defined Network
»management and

control

Control Plane
» More granular netwg

» Improved automation and
management

» Rapid innovation
» Programmability

» Increased networ Data Plane Data Plane

and security ‘
b Better@er expe@ . Mxzezizessie

[ —r———— e
S A L SO O O e

Data Plane

[——r———— e
S A L SO O o S

Sigal Russin & Pini Cohen / Copyright@2014
Do not remove source or attribution
From any slide, graph or portion of graph 32

-istki.info



The “Software-Defined Network’

i ERP AP RM
Microsoft S C > Open API

Network Operating System —SDN Controller

A
_ * | Open Interface A A
OpenFlow ¢ (- to Hardware . .
Q “If header = x, send to port 47 \4

/

Openflow Firmware

Openflow Firmware :
Packet-Forwarding

Packet-Forwarding Hardware

Hardware

(O...............)

Openflow Firmware

Openflow Firmware

Packet-Forwarding
Hardware

Packet-Forwarding
Hardware

X y
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SDN could improve your IT and business environment

1 2
Accelerating the Traffic Controlling the
visibility into network loads ,and organization
jams, to make intelligent Traffic

rerouting and dynamic changes
to bandwidth much easier.

@
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TCO + ROI

reduced expenditure on
network hardware, plus
reduced network
management costs

34



SDN could improve your |IT and business environment

4 5 6
Embracing Analytics Securing the Network  App-Friendly Ecosystem
Deep intelligence from an increasingly virtual machines and Saa$ apps can be readily
distributed computing environment, applications, regardless of accessible, promotes rapid oA
automate network management. location, while providing a deployment of new apps,and (&

Increasing processing speeds and ntral ritv brain efficiently manages bandwidth
providing the flexibility and scalability to ce _ al security brai requirements.
handle big and unstructured data. to diagnose and treat -

threats.
.
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Business Applications with SDN

Rules- Every 24
hours: transfer 10
TB of data to the

backup service

,avoid impact on o
any other A new prototype a Tlow entry.

services. application

Every IP flow has
a matching
security policy as

:create a new
oriority. But no isolated network,
more than 20%. pp. mustnot interfere
f with normal
network activity.

|

Source: http://demo.ipspace.net/get/OpenFlow%20Functions.pdf; https://indico.cern.ch/event/294923/contribution/0/material/slides/0.pdf 36



Insights from Customer Roundtables

® FCOE not mature enough and can lead to
problems between the various teams :
networking ,storage ,DB.

Most organizations don’t believe in SDN,
because knowledgeable and expert o
teams are not available yet

" In wireless network don’t forget the h
security and management (maybe &
service provider).

\_
" Most customers do not plan to

migrate to IPV6 . They think the ISP

. should lead it. )

X [ — P -
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Networking technology findings for 2074

What are your company'’s top three networking priorities
for the next 12 months?

Data center

Network security Wi-Fi/WLAN network upgrades

Source: http://support.huawei.com/ecommunity/bbs/10166877.html

Others receiving more than 10% of responses:

Network virtuaization 18.3%, Network hardware upgrades 18.2%,
Network management tools & apphiances 17.7%, Storage networking 18.8%, Remote access soiutions 12.8%,
Unthed communications 12.2%, Bandwidth & telecom services 11%

- -
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Good communication is fundamental

Todays Communication network:

» Data and voice in separate network

» A lot of vendors

» Separate maintenance for each network

» More employees for each network
»High costs

The solution: Unified Communication.

Combining telephony and business data on the same network. It gives the ability to combine and

use voice, data, video information in common business applications, saving and forwarding
whole instant message streams, faxes, e-mails, voice phone calls or videoconferencing sessions
as blocks of data.

Sigal Russin & Pini Cohen / Copyright@2014
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ClOs Extend Unified Communications to Mobile Devices

Why invest in UC?

61% - to boost employee productivity
42% - to increase flexibility for employees

VICE

§
l
BACK L

mmzl OCﬁ} O’V :u.u. u.nmucom cry

 MANAOED

g
The biggest obstacles to UC investments: ,ﬁﬁéﬁ 37 DEVIBCRFN G
54% - the high cost .;,._,LMBYO s EMPLOVEES
47% - systems integration headaches %‘%g@f&%“&%&%wwxg el
33%- lack of in-house expertise T SE o b

31% - security and privacy

"Ill

UC deployments often cost at least $250,000, and can top S1 million
at large companies

Source: survey by IDG Enterprise, CIO's parent company

X |
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How Many Horses In This Race?

Social networking

Desktop vendors

e Cisco e [BM SameTime e Google
e Avaya e Microsoft LYNC e Skype Microsoft
e Siemens e LinkedIn
e Alcatel-Lucent e Facebook
OpenTouch
[ o
Etc. \v7 L}\v ” |
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Insights from Customer Roundtables

LYNC market share is very su.

“b, most of the organizations
Microsoft based. But what about i: . R

) /VetM/O/X,

Cross organization projects that can optimize work ana c.-
culture

b
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Web Browser with Real Time Communication
The (Simplified) Path to WebRTC |
v No need to install
client/plug In.
v’ Supported in the
o AJAX (2004) | browser/Mobile.
Page can update WRhOl(J; ;ehé;h;r"[-]g ‘/ B ett er user
experience —Click
Web Sockets (2008) to caII
Page can establish bi-directional )
communications (e.g. Trello) \/ CO ntaCt Ce nte r_
WebRTC (2012) Meta Data of the

Page 10 page communications C u StO m e rs .

é HTTP (Pre AJAX)

Original Web, one page request retuns
one page (e.g. Geocities)

.
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STKI Summit 2014 Frame tale: The Storage manager
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Major storage trends include:

*Continuous growth in volumes

*Price drop per TB

*From Highend to Midrange to JBODS\Servers (SDS)
*From SAN to NAS (unified) to Object

*Zero downtime is required

-
Sigal Russin & Pini Cohen / Copyright@2014
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Scale out storage

Kaminaria.

=

- -

“ 7 |

K - BLOCK ALL FLASH SSD

Scale Out - Linear Increase
of capacity, throughput, IOPS and connectivity

Will scale out storage lead the way to Software Defined Storage?

Sigal Russin & Pini Cohen / Copyright@2014
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First steps in SDS installed on standard servers!

JEEEE pata |

‘ ONTAP :.0......
Edge
v /

ﬁ ] VIRTUAL
[/0 VOLUMES

‘“

actifio

Actifio Sky” ROBO Edition S Cd I e | U

Software Defined X has tactical but also strategic implications (discussed

(\ later)
-istki.info
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Storage performance dimensions — all flash perspective

Flash array is more

affordable with

* |n-Line De-Duplication —
Best for Virtualization and
VDI

* In-Line Compression —
Best for OLTP and OLAP

.
L
‘B stki.info
.
IT Knowledge Integrators

IOPS Latency
- Above 2M IOPS - Write 0.12ms
- Linear Scale - Read 0.24ms

OLTP

Virtualization
(VDI)
Throughput (BW)

- Above 25.6GB/s
- Linear Scale

Sigal Russin & Pini Cohen / Copyright@2014
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Advanced storage solutions (VPLEX, SVC, etc:)

*Users already see value from these
solutions:

* Stretched cluster over 2 locations (without geo-
cluster)

* Same site higher availability
* No downtime for migration
» Advanced functionality based on low cost storage

*However, users should look at

* Change in the storage processes

* Problem resolution might take more time

* These solutions rely heavily on storage network
capabilities

Advanced storage solutions are not “silver bullet”. “Try and Buy” is
\ Cickhere / preferred tactics in this case.

.
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Object Storage

* Stores “object” and not files or blocks. Identify objects
by OID (not the “name” of object)

*  Onlycreate, read and delete operations are supported. -
No update so there are no locking conflicts. This also |

enables easy copy of objects in different nodes\sites for REST AP

DR. A

Get / Put / Delete

* Theoretically with no limits (does not rely on file
system\volume that is limited by total size, number of .
files, name of files) Data Storage

* Custom metadata (can include thumbnail, audio\video PUT http://swift.example.com/v1/account/container/new object
preview, etc.)

GET http://swift.example.com/v1/account/container/

* Enables Web protocols (Rest\Soap). Also enables multi
tenancy (“sub administrators”)

-
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http://swift.example.com/v1/account/container/new_object
http://swift.example.com/v1/account/container/

Cloud Storage Gateway

b
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STKI Summit 2074 Frame tale: The System manager
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What’s in the DC? Servers!

* Small form-factor, system-on-a-chip boards, which pack the CPU, memory and system |/0O
onto a single integrated circuit

» Less cooling than their traditional counterparts,

» Packed together to save physical space

P | N 1 T L | e | = P S 1 | SN

..The prlces Fldellty pays for
servers have declined 50%
. over the 2-1/2 years since
'the company started buying
OCP-inspired systems from
the custom builders..

o 7 ms Source: Calxeda

102 W
201 iPertcemanca N4 Ad
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IBM is selling its Intel servers: Wow!

* How can we buy critical equipment made in China (from
security=cyber point of view)?

* That was a joke! We already do!

FOXCONnN

Majar customers of Foxconn include or have included:
)42]

Major customers [edit]

Microsoft (United States)l*]
Motarala Mobility (United States)l“®!
Nintendo (Japan)i=’]

MNokia (Finland)#2I51]

Sony (Japan)l1%

Toshiba (Japan) [*2]

e Acer Inc. (Taiwan
« Amazon.com (United States)l®]
Apple Inc. (United States)*]
BlackBerry Ltd. (Canada)l*4]
Cisco (United States)*=!

Dell (United States)*€]

+ Google (United States)*"] e Vizio (United States)[=%]
e« Hewlett-Packard (United States)*!  Micromax Mobile (India)

Source: WIKI
Sigal Russin & Pini Cohen / Copyright@2014
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§rag ﬁ Eﬂéﬂgﬂe—:eren:es

Processor Number E7-8890V2
Launch Date Q114
# of Cores

# of Threads ‘

Cache -
Clock Speed -

O
alelele

Max Turbo Freguency 340 GHz
Bus/Core Ratio
Bus Type Qprl
Instruction Set 64-bit

Intel® Advanced \ector

Instruction et Extensions h
Extensions (Intel® AWX)

Source: http://www.intel.com/content/www/us/en/processor-comparison/comparison-chart.htmi

Lithography 22 nm
Scalability 585
Max TOP 155

L VID Voltage Range
‘stki.ir.. _
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Shop nowr »

#5690

arm

3.73 GHz

apl

64-bit

S5E4.2

32 nm

130

0.750V-1.350V

C2350

0313

flelele

200 GHz

54-bit

22 nm

The increase in number of
cores is good news for
infra SW vendors that
base their charge on
cores: IBM, Microsoft,
Oracle, etc.

Low Power Product Direction *u“.m“fv‘f‘ﬁ"’
2011 2012 2013 2014+

Xeon E3 Keon E3 Xeon E3 14am
SandyBridge Ivy Bridge Haswell “Broadwell”

A7nm Zznm 220m

As low as 20W | Aslowas 17W | Aslowas 13W ]|

uam
“Broadwell
SoC

Centerlon .. Wam
prash Denverton

As low as 6W
~—



STKI Summit 2074 Frame tale: The Endpoint manager
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*Big investment in the Enterprise
market

Endpoint computing - Microsoft

IS
SUPER | MS
cooL i

2014-2015 Microsoft’s strategic challenge lies not within enterprise but
within the home consumers’ and startups\internet companies




Thin\Zero clients

* Thin clients provide reliable, secure and
green end point computing solution

* Mostly used in SBC environments running
ICA\RDP\PCOIP protocol
* Large variety:
* Fully functional and adaptable (but small) PC /
running Windows Embedded :

* Medium functionally lighter footprint devices
based on Linux or Windows Embedded Compact

* Zero clients : No OS\GUI, could be based on one-

time programmable memory, boot from network
or run a specific HW (Teradici card)

;

* Small footprints are more secure and
lightweight but are difficult to update
when needed

Intel's Edison PC is the size of an SD card
Sigal Russin & Pini Cohen / Copyright@2014
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http://www.parkytowers.me.uk/thin/index.shtml

STKI Summit 2014 Frame tale: IDM project manager
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Are you really you ?

= How can you know that “Avi” —CFO in your
business is not someone else? Another
employee?

current friends

* How do you recognize your employee and your od s
customers?

interest group 1 interest group 2

= How do you know that “Avi” had the correct
permissions to access enterprise resources?

= |f “Avi” moves to another role, what are his new
permissions/access ?

Sigal Russin & Pini Cohen / Copyright@2014
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Identity Theft

2 Million Stolen Passwords Recovered
326,129 Facebook passwords (59%)

70,532 passwords for Google (13%)

59,549 for Yahoo (11%)

21,708 for Twitter (4%)

8,490 LinkedIn (2%)

o 4

)\ You have to protect your sensitive business data from outsiders (especially

{ LINE

el your employees) - take control over the identities & their accesses!

.
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Control your sensitive business data

VMware vCenter
Administrator

»

Employees/Partners

* Systems Admins Wl ML W W e W e e
Hackers * Network Admins .
- DB Admins e I iy
Malware, APT > :
( ) * Application Admins |
Apps [ ==Eey 0

33"\\, VS - (s (=
> AWS Management : - ot
o — 3 |

{Yrstems/NW/08/Appication Adming)

"
it
1)
éﬂl}l'
Al
i

- Partners » '}F S e T
A : {Systerma/NW/DB/Application Admins) Unauthorized Users App, 63



iistki.info

® difficulty remembering

Why should we manage our identitys?

Cloud integration
within a local network,
collaboration with
multiple cloud
suppliers.

Employees having

all of their accounts
and credentials.

Strict legislation and

: widely available to
regulations

members of a business

Source: http://secureidnews.com/news-item/identity-and-access-management-what-is-in-store-for-2014/#sthash.GVUOvxeu.dpuf
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Technologies to control your [D




IDM js not an easy project

OpenSource Identity Management

HuMAN

Establish ldontlty Dotermlne policy

I -~
Enrich ident ' Apply policy

Y

Y SnuE, giapii Ul pui uuli Ui giapii 66

~
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Why we need I1AM?

Finance department Marketing department
Billing  ERP Employee Enterprise ERP CRM Graphic Social
System finance attendance Portal marketing Design networks
system System ) )
) ) ) D Hierarchical
Translate the business world into project specification process ..
organizational

: L : structure g

It is not about technology! Support from organization's high management is also need.

Matching expectations of project initiators, users and decision makers

.
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Insights from Customer Roundtables

N\

Most of these projects are failed or stopped
(budget, support, maintenance etc.)

» Sigal Russin & Pini Cohen / Copyright@2014
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STKI Summit 2074 Frame tale: Software manager
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IBM Cognitive Computing
IEM

Putting it together at point of impact can be life changing

Findings
A urine dipstick was positive for leukocyte
eslerase and nitrites. The patient given a
prescription for ciprofioxacin for a urinary tract
infection. 3 days later, patient reported
weakness and dizziness. Her supine blood
pressure was 120/80 mm Hg, and puise was 88.

Most Confident Diagnosis:

pravastatin \
iovotiyvesins | Extract Medications
hydroxychioroquine , . Use database of drug side-effects
' / « Together, multiple diagnoses may best explain symptoms

Extract Findings: Confirms that UTI was present

Findings Medications



Second Machine Age

First Machine Age (Industrial Revolution; 1700s. )

* This period was all about power systems to augment human muscle, and each new invention
delivered more and more power. But they all required humans to make decisions about them.

* Inventions of this era actually made human control and labor more valuable and important.

Labor and machines were complementary

Second Machine Age (starting 2006-8)

* We automate a lot more cognitive tasks and machines can make better decisions than humans.
* Three advances:

* Exponential: relentless increase of digital inventions
* Digital : the internet, the APP and APl economies

* Combinatorial: take Google Maps and combine them with an app like Waze

* Our generation can rely on fewer people and more technology.

Humans and software-driven machines may increasingly be
substitutes, not complements

Sigal Russin & Pini Cohen / Copyright@2014
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System of Engagement programming languages

But for “new developers”(“Engagement”) the picture is completely different (codel123@herokuapp )

In §
net

e or Engagement | |

Jan'12  Jan'13




APl Economy - new business based on API!

*Opens the Business to new partnerships \new ways of doing business

Investment

Sigal Russi
Do no

From an 73


http://blog.supermedia.com/starting-successful-new-business-2013/

Example for APl Economy

*No more Banking APPs!

*Instead of making the “perfect”
Banking app AXA bank announced a
competition: “Retail Banking App e
Grand Prix by AXA Banque”! o

Introduction

AXA Banque's APl BeTa 3.0 DOCUMENTATION

Welcome to the AXA Banque's APl home page!

You will find the following content:
» anoverview of the AP and its guiding principles
« some documentation details regarding services

P

+ some samples

What does this API provide?

This is a communication protocol to access the Bank's information system which contains client banking data: Cash account data and all credit

ﬂ BANQUE

réinventons /|3 banque

banking data (cash accounts and credit cards), under the condition the client has agreed to. None of the client's access codes (user id and
DEVELOPPEURS password) will be disclosed at any point in time to developers. Data are updated every night.

cards payments. In other words, this is a secure "entry door” allowing software developers to make the best possible usage of customer retail

Sigal Russin & Pini Cohen / Copyright@2014
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Wait a little before you enable APIs!!!

* Myths vs. Reality:

*Myth: | should enable my internet API to the
“market developer”

*Reality: The internal\standard API’s probably
will be too fine-grained, too confusing and too
complex to the “market developer”

*Reality: Companies should hire a product
manager for defining the APls

.
! Sigal Russin & Pini Cohen / Copyright@2014
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http://blog.themistrading.com/are-our-markets-too-complex-you-versus-sec/

APl management & Security

vintage social networking

LinkedIn Pinterest YouTube
foursquare

I nstagram “ 2

kttpllarornghandsl. wordpress.com @ John Atkinson, Wrong Hands

76



Organizations must to open up

fOuuldo Partners/ Dlvlslons\ Cloud Services ~N

@ﬂc f)rcc

\"'amazon o d Wi v (-.“-8“‘
 Websarvioss: 2

\ Se )

v

4 Internet of Things )

Source: http://www.slideshare.net/rnewton/apisecurity-and-management-best-practices

iZ
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APl Management & Security Vendors

API Security Mobiie App Web App

i:i::j OAuth DataPower
NN SOAP

POLCY
Internal MANAGER

Enterprise Security Sarvice

- /\\‘ -{_// *-\\

X509 SAML
\\ -/_/’ /: ‘\.\ S ::
( Tived LOAP
& 2 WebSphere X WebSphere
~~ MQ
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DoS Attacks Against APls

PayPal reports "Sorry — your last action
could not be completed™ November 2010 ‘

Amazon Web Services (AWS)

was hij
POwer outage by 5 huge incr hindered from fEEeEr

: ing from
€ase in APl errors. 8 :

June 2012

If you increase use of APls, make sure you are paying
attention to DoS attacks.

Multiple OAuth, mutual SAML (securit
P use HTTPS and ’ ( . y
access (two-way) TLS assertion

\ more strong
control .. ) (transport layer markup
~ authentication S/ :
methods are : security) language)
mechanisms .
necessary. / authentication tokens

Source: https://blog.apigee.com/detail/a_growing_threat_dos_attacks_against_apis
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APl-centric architecture meet security requirements

APl architect Security architect Al s
owner
—

e Ability to create e Ability to securely e Protect high value e Ability to manage
and deploy apps expose the back- assets (sensitive availability, risk,
and configure end services with data) that are being and compliance
security (not code) necessary exposed via APIs, when delivering an
via the APl and authentication, while meeting API service to end
self-service authorization, and enterprise security users accessing
management threat protection standards for from any device at
portal authentication, anytime

authorization, and

; auditing (AAA)
7 »\

A
Al
::

1
—

/i Source: http://pages.apigee.com/rs/apigee/images/apigee-securing-the-digital-enterprise-ebook-02-2014.pdf
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STKI Summit 2074 Frame tale:

Although | did not meet with
every department yet | feel
that a “unified delivery
model” is missing

.
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STKI Summit 2014 Frame tale: Basic Delivery Model

Sigal Russin & Pini Cohen / Copyright@2014
2 2 - f Do not remove source or attribution
- ' S | .l n D From any slide, graph or portion of graph 82
IT Knowledge Integrators



In delivery we have... and we do...

3ol &

paziuedio-Ajpeau-s3ulyl/wod opasznpge//:dny s34nos

We do activities We have Things:
(operations) on the disk, server, DBMS, App server code, dll

things:

s Install, delete, copy, config
Sigal Russin & Pini Cohen / Copyright@2014
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http://abduzeedo.com/things-neatly-organized
http://depositphotos.com/6410289/stock-photo-Handyman-or-worker-involved-in-different-activities.html

How can we make our life better?

*Do the activities\operations better
*Have better Things

* Have things that have embedded activities\operations

Sigal Russin & Pini Cohen / Copyright@2014
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IT delivery department “operational model” options

Automation

(current state)
(activity)

iistki.info

Converged
Infrastructure

Shared (thing)

automation
(activity)

Cloud
Computing
Infrastructure
(thing)

Cloud
Computing
Platforms

S - (thing)

Sigal Russin & Pini Cohen / Copyrighi@26i4
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Theoretically, you can deploy these operational models everywhere

Control Automation

‘5" amazon

s O SIS e i S O S s e webservices™

o .

Public Clouds

-

SO PRI ST ST

Traditional
Enterprise IT

Private Cloud
Hybrid Cloud

e

Source: IBM Market Insights, Cloud Computing Research, July 2009. STKI modifications
» Sigal Russin & Pini Cohen / Copyright@2014
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Converged [nfrastructure= Extreme IT

afrer] e,
CISCO

MD0784

Software in Silicon

= Database query acceleration

= Java acceleration

= Application data protection |
- Data decompression e e ‘

MRRITREN ERERENEY | BB SN
HW....
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http://www.pepe.com/en/showCard/forgive-me-4

Converged Infrastructure = Extreme IT

s Appliances promise: *However:
s*Easy to Install\maintain **Entry\upgrade cost could be high
s*Better performance **The appliance can be rigid (you
s Less down time can’t install everything)
(planned\unplanned) s*Vendor Lock-In situation
**Predictable and smooth growth **Internal politics should be
s Lower TCO is claimed resolved before (network vs.

storage vs. system)

Converged Infrastructure are viable option but will not be the main
stream delivery model in the next 2-3 years

b
Sigal Russin & Pini Cohen / Copyright@2014
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Shared Deployment\ Automation \Config: Mng- tools

*Ofte

®O6

Puppet Node Manager

[4 I > Jl et 3 http://localhost:3000/nodes/bast.reductivelabs.com

¢ ]H(Q' Google

*Two

* Inf
Mi

CA

*Basic
the re

/A\Puppet dashboard Node Manager |

Nodes

All
Successful
Failed
Unreported

By Class
sample_class
NodeClass000001
NodeClass000002
NodeClass000003
NodeClass000004
NodeClass000005
NodeClass000006
NodeClass000007
NodeClass000008

Mo A _ARAAARN

NodeClass000015
NodeClass000016
NodeClass000017

klﬁ;d“f‘lf-rnnnﬂﬁ!\{D

My Account Logout

bast.reductivelabs.com Edit | Destroy b
Groups Classes

No Groups No Classes

Daily Run Status

60
40
30
20

10

/e

73

Run Time (ms) 0

10 ms
9 ms
8 ms
7 ms
6 ms
5ms

® 03/12/09 04:54pm 126 0 8.08 3
ilector

® 03/12/09 04:24pm 126 0 7.29 :
larty tool)

® 03/12/09 03:54pm 126 0 7.54 89



http://mattcallanan.blogspot.co.il/2013/03/puppet-vs-fabric-for-deploys.html

Cloud Computing Infrastructure: Openstack basic architecture

Instances - OpenStack Dashboard - Mozilla Firefox

File Edit View History Bookmarks Tools Help

‘ ¥ [#MAHOU... “ ¥ [#MAHOU... “ Using the ... “ Semantic S... UﬂQA:Testcas... “ B Instanc... 2 “ B Instance D... “J Directory Li... UQUse correc.., HOGists “ ! Problem lo... H % |
$° | @ 192.168.1.3/dashboard/project/instance v @| |@v DuckDuckGo Q & @ *vdv D 8
| gaead in ar: adaii et Y
Instances |
Success: Launched instance named
"f19-04"
opensta(k Instances + Launch instance
Instance Power i
" Name IP Address  Size Keypair Status Task State Actions
gl m1.tiny | 512MB RAM |1 VCPU | 0 ol vd
i f19-04 DiS-k y | I | . Build Sgﬁédtlling No State Associate Floating IP | More
i i PU| 0 — ; :
admin 118-03 192.168.32.4 E;S:'"y [SE2MBEAM 1 VaRY 3 Buld  [777 Spawning  No State Associats Floating 1P~ Mora ,
Manage Compute i SRS AR T ERE I
Cloud N 190 192.168.32.3 "D"is'k'"y | | | - Active  None Running Creats Snapshot ~ More
elastic —_— 19-02 Togenas | I SIEMB.RAMTVEPULD . Active  None Running Create Snapshot | More

Disk

basedy :

Displaying 4 items
Many §
HP, IBf

)
) I

Object Store

)
)
)
)

3O x gg

90
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Is Infra cloud\laaS the best thing we can have?

Crafitwork

Physical

How to Build an App:

Have Idea

Get Budget

Submit hardware acquisition
request

4 Wait

5. Get Hardware

6. Rack and Stack Hardware

7

8

wn e

Install Operating System
Install Operating System
Patches/Fix-Packs

9. Create user Accounts

10. Deploy framework/appserver

11. Deploy testing tools

12. Test testing tools

13. Code

14. Configure Prod servers (and buy
them if needed)

15. Push to Prod

16. Launch

17. Order more servers to meet
demand

18. Wait...

19. Deploy new servers

fstkl mfo 20.  Ete.

wledge In

egrators

Virtualized

How to Build an App:

Have Idea

Get Budget

Submit VM Request request

Wait

Deploy framework/appserver

Deploy testing tools

Test testing tools

Code

Configure Prod VMs

10. Push to Prod

11. Launch

12. Request More Prod VMs to
meet demand

13.  Wait

14. Deploy app to new VMs

15. Etc.

©COoNoOA~wWNE

Asseimbly Line

With PaaS

How to Build an App:

ogakwpnE

Have Idea

Get Budget

Code

Test

Launch
Automatically Scale

N

“The use of Platform-as-a-Service technologies will
enable IT organizations to become more agile and
more responsive to the business needs.” —Gartner*

Sigal Russin & Pini Cohen / Copyright@2014
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Cloud computing platforms - What’s the big deal?!

* Basically, enables the developer to just write a
(portable) code. Comes with built in “things” and
“processes”.

* Can be deployed either in private or in public
clouds

* Might consume services from Cloud Infrastructure
(typical VSPHERE, Openstack, AWS).

* Mostly the basic entity relys on Containers (on
Hypervisor)

Sigal Russin & Pini Cohen / Copyright@2014
Do not remove source or attribution
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I_l
tki.inf
SIKLINIO
IT Knowledge Integrators

o UAA

Cloud Controller Health Manager

Service Gateway Build P
e

.2

9 '3 B9 DeEa Pooll

Cloud Foundry BOSH ]

Public : Fraate : Miora

Clouds Clouds Clouds

Source: cloud foundry
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Cloud computing platforms\continued

* Comes with ready made services (DBMS,
messaging, source control module, monitoring,
etc.)

* Users \3" party can add more services

* Services are integrated to the platform (example —if | add
“Oracle” to PaaS | don’t to write manually “create data

source” E @ ‘

* With minor updates of services (either basic or Broker (RHEL) [H|dd} — Eﬂl
added by user\3™ party) applications are just ﬂ E ﬁ , = 16—
restarted to get the new service version Node (RHEL) EEEE = Servans

* Comes with pre-build processes Dev (source ﬂ ﬂ ﬁ §
control, continuous integration) = Test = Deploy) e el

* Players mentioned: EMC (Cloud Foundry), Redhat ; Public / Hybrid / Private / Virtualization / Bare Metal
(Openshift), Docker, IBM, Microsoft and many
pure public offering (Salesforce\Heruku, Google Source: openshift redhat

app engine, Microsoft’s Azure)

-
Sigal Russin & Pini Cohen / Copyright@2014
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Cloud Platforms and SDX

The set of plugins included in the main (Openstack) Neutron
distribution and supported by the Neutron community include (partial

list):
*Open vSwitch Plugin

*Cisco UCS/Nexus Plugin

*Nicira Network Virtualization Platform (NVP) Plugin

*Ryu OpenFlow Controller Plugin

*‘NEC OpenFlow Plugin



http://blog.ipspace.net/2013/10/openstack-quantum-neutron-plug-in-there.html
http://www.openvswitch.org/
http://wiki.openstack.org/cisco-quantum
http://www.nicira.com/
http://www.osrg.net/ryu/using_with_openstack.html
https://wiki.openstack.org/wiki/Neutron/NEC_OpenFlow_Plugin

Platform and SDX wars example:

OPEN
i c “OpenFlow

"OpenDaylight was formed by Cisco and IBM ..... to develop an open
source OpenFlow controller.... But... OpenDaylight is a defensive
maneuver to dampen the potential of OpenFlow and SDNs to usher
in a "white-box" upheaval of network infrastructure as a virtualized

commodity.... "

Source: http://www.networkworld.com/community/blog/cisco-ibm-defensive-opendaylight

—C

E‘itﬁ’E | Standards are evolving and (unfortunately...) FUD is part of the process Q

\ click here 4

b
Qigdl RuUSSIN & Fini Lonen / Lopyrignuwevig
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http://www.networkworld.com/community/blog/cisco-ibm-defensive-opendaylight

IBM cloudmix: Runt/mes, (A/eb & app sve, Mabl/e sve, Data mngmnt sve,

The C

modern

are

Containers vs. VMs

= Microsoft

Containers are isolated,
but share OS and, where

VM — appropriate, bins/libraries

‘) empowers
¢ people-centric IT

Container —

Host 05 Host OS

Server Server

\ enables
¢y modern apps

VIRTUALIZATION



STKI Summit 2074 Frame tale:

The CEO has also emphasized
the importance of security:
What's the big deal?!

.
Sigal Russin & Pini Cohen / Copyr ight@2014
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STKI Summit 2074 Frame tale: The security\cyber manager

Sigal Russin & Pini Cohen / Copyright@2014
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Security Cyber

*How much time (in seconds... ) can organization operate Cyber -5 no'wn g_“
properly without good defense?
31%

TN gOvamn Mo LOTNInNam

v’ Do you have information that needs to be kept

confidential (secret)? omx 90 m1pmn Cyber napniny
L] L] ‘
v Do you have information that needs to be LR Y

accurate/ Integrity?
v Do you have information that must be
available when you need it?

Solution: Cyber Security Plan.

.
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STKI Survey ClIO 2074 - Again Security Domains

2014-7 nn1dinn / 2013-2 72X 1700 WX ,0'0R'N9N MIinn
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N <> o & NS \?) o
v O RS ¢ S ) o Q
O O S /\\ (0 o X AN s'\\ @
PO & N\ & S 0
O & & SEENC
N O \s @ o) @
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L S o) \& S C
§~\ Q)'\' S R4 o \%Q
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Beware of Unknown Security Threats

747

Respondents
experienced a security
breach or incident of
concem within the last
12 months

98%

of IT decision-makers
say they are concerned
about security

Average time to
¢ | detect a breach

$25.8 Billion

Annual cost of breaches, as a result of security
gaps and vulnerabilities both inside and
outside the network, endpoints and devices*

I_l
. -
‘- slki. N1
ST Kuoiwieoge Intagr Source: http://www.ebusinessplanet.com/category/online-business/



Cyber Intelligence

Hack to
the Future

H(\,\'...' }:"K ’!';.i 1 | .H \ H.“. v M'*T ’\ > r\'f'.)f

\\"":‘

DR CONTRC
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Challenges in Cyber Security

Expanding threat landscape

The increased complexity, number and sophistication of incoming threats have led to a fragmented infrastructure
approach for security provision, which is inefficient, risky and a nightmare to manage.

End-point consumerisation: IOT and M2M explosion

An increase in the number and variety of devices connected to the Internet increases the
opportunity of security breaches by orders of importance. Most security infrastructures are completely

unprepared for the escalation in event numbers and types.

Skills lack

The lack of availability of cyber security skills is very influence. Despite the professional associations that provide
security accreditation, there is still a major lack of resource with the right skills and experience to

cope with cyber security market demand. Salaries of experienced security analysts are increasing
substantially, and staff retention is proving elusive. g\ |

/ i X
i JT,

Source: http://www.icontact-archive.com/oVcotBdZudhBcQahFd9aCVMmrIT_AglpG?w=4 \ // ." 7 »- 4 ; J

"
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Insights Customer Roundtable

| Every organization approaches Cyber differently. Some
customers use existing information security tools.

" There are customers who are trying to test new tools
related to cyber such as forensic and APT tools.

.\ Most organlzatlons are worklng to increase awareness

f:among employees in different ways and the importance of
’ the organization's information security policy.

Mobile also brings the expansion of EP in endpoint
security.

-
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How to deal with Cyber?

Adf)pt integrated and
holistic Cyber Security
Solutions like forensics
tools for Network & Ep

IT is not only changing information security tools but also an internal
vision of security inside your business.

nuXim o rmnn nen Upyrign
Do not remove source or attribution
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ISO 27032

Information technology — Security techniques — Guidelines for cybersecurity
v'Published in 2012.

v'Defined as the “preservation of confidentiality, integrity and availability of
information in the Cyberspace”.

v'Main sections:

* Overview
* Assets in the Cyberspace

* Threats against the security of the Cyberspace ‘
* Roles of stakeholders in Cybersecurity
* Guidelines for stakeholders |

* Cybersecurity controls m

* Framework of information sharing and coordination e e e
e Annex A. Cybersecurity readiness OranSec i

UT'D NNOD2N POIIN
PUINNR NXIPH —

e Annex B. Additional resources

Sigal Russin & Pini Cohen / Copyright@2014
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STKI Summit 2074 Frame tale: Other important roles and issues

IT procurement
Organization model
Legacy

BSM ITSM

"..DIV{77 O'WD1 N¥ND) DVM7R

-
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To opensource or not to opensource
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https://c.ymcdn.com/sites/www.aiia.com.au/resource/resmgr/Docs/Practice_Guide_-_Navigating_.pdf

?
[s SaaS better or worse than Perpetual:

Service -—
(rental) By

Accountants

Perpetual e By

= 9 n;;:2 Pay for what YOu use g

/?r NINYIY N y
Qmmn ——
/ I \ Can sell the license when

NOt needed

Capex is better than Opex ‘ ,
Can stop Maintenance =|egs 1 )
lock-in

— ifferent!
SaaS deals are not better nor worse — just diff

Ease of Ooperations

D tr attribution
o notr: , X
of grap
F- From any on of g
.
‘B stki.info
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How to organize the delivery department?

* Large variety of organization structures:

* Devops is pushing Delivery to a different organization structure!

DevOps DevOps Head of
Manager Manager DE\!’E'meE"t
|
' -_Ii

Head of
Operations

|

| |

H e --i ' '

Devops organization is a bit too radical.
System, Storage and DC Network should report to the same manager.

Sigal Russin & Pini Cohen / Copyright@2014
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With organized teams, how do we keep legacy running?

*Wh SmarterCom |BNI zEnterprise Academic Initiative
IBM ZEn Developing talent the marketpldggFIEnatfse

~— —-‘, o~
|
o

Im

Negative ' e _ Positive
g
SYSt@TFFe gpractfice” In many as

Internet class techn

MF price T3S . Th no r
% traisag@tions (
# “Internet o S
() 4
o 4
3 .L
B X
O

Your “SAP” “Oracle Applications” m:_fc]—_ébher LOB — System of Records
apps) will be legacy in 5 years!

-
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BSM and ITSM trends

*Users expect to get (at least basic) BSM\CMDB
from the platform clouds

*Even mature organizations sometimes forget
the basic rule of BSM —the monitoring team
should be legitimate part of change
management process!

*From ITSM to Employee-SM (“air-condition is

n

leaking” , “order pencils”, “order tickets for
festigal”)

Sigal Russin & Pini Cohen / Copyright@2014
o o oo
! 2 Do not remove source or attribution
- N S tkl .l n fo From any slide, graph or portion of graph 1 12
IT Knowledge Integrators



STKI Summit 2074 Frame tale:

The CEO also asked about:
New Business enabling
technologies 3D printing

b
Sigal Russin & Pini Cohen / Copyright@2014
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3D printing

Printing Today — 2D Printing:
*Production time is too long
*High costs
*Lack of availability
*Need technical personnel to quote, specify
and configure product for design & engineering integrity

*Slower product design
*Late design changes take time to integrate

The solution: 3D Printing

-
Sigal Russin & Pini Cohen / Copyright@2014 B
e o A
2 . Do not remove source or attribution
- ) S rkl ol n fo From any slide, graph or portion of graph 1 14
IT Knowledge Integrators



JUNE 26, 2013.4:17 PM W 6 Comments

Microsoft Moves to Simplify 3-D Printin;AdObe add 3D Prlntlng Support
By AMY O'LEARY for Photoshop - partners with

Sketchfab, Makerbot &
Shapeways

Jan 16, 2014

n reddit this! W Tweet 34 ‘_‘im K8 submit

6 Photoshop File Edit Image Layer Type Select Filter gEisll View Window Help
i e A D Laver from Fil

Liam Boogar

b Auto-Select:  Growp =

* Maison.ob) @ 100% (Layer 1, RGE/8)

Upload To Sketchfab

Publish, share and embed

@ Sketchfab interactive 3D models online

without a plugin.

N Q0

Token: | |
Title: | |
Description: | |
Tags: | |

-

Microsoft's new operating system, Windows 8.1, will offer support for 3- You must specify the token from your Sketchfab

account (dashboard).

D printers like

i Cancel H Upload

y Ao ANy
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Coca-Cola Israel’s Mini-Bottles

D2OWY %1% NMTA NIDTI 1D
NYJID0N XPIOND NIN TN

AVAILABLE ON THE GEY IT ON
G App Store '\ (:()O‘\:h’ play

029 BN ODITN NMWI DY DIDTY
NIAP-NPIP W PROON THIVA
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3D Printing- Future Printing

Innovation

Win Improve

Business ' Communication
W

Different
Materials

Speed Time
to Market

Source: http://www.computerweekly.com/feature/How-3D-printing-impacts-manufacturing

Reduce :
Personalize
Development
products

o St S Sigal Russin & Pini Cohen / Copyright@2014
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STKI Summit 2074 Frame tale: Final words and summary
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Lately “| was not happy” (corporate |IT situation)

m Will corporate IT be the Last Dinosaur?!

The Last¢

DINOSALR

IT vs. Nonq¢

Using PC

IT buys the PC

ALEEN Y il ey aasy aaph) L4288 saree

Communicating via Email

Social networks is just starting®' | :
part of Organization strategy —
within the marketing departme
Online and Batch applications

Using traditional voice and just
VoIp
Either at Work or at Home

. s Starring Richard Boone,
- / Pirvi Corba's worl ' oan Yan Aric and Steven Keats :
Do nok ramee 3 Oy Pge's oy ’ e XHOYE o a0
00 008 s L30T IR0 DO Ay 1% 3 RN

WKL 120

ALY L e O PERD LIM TN S0 00 MO g e



This year is “Good Vibrations Year”

*Continuous integration with Jenkins (public
organization) . Agile development projects (Telcos,
Defence).

*Open source code in governmental projects. Hadoop,
NoSQL initial projects.

*Users deploy CRM and other strategic application in
SaaS. Corporate sites at Azure. Email at 365 and Google.

*Develop web apps in php, python. Users consider
Puppet, Chef, Openstack.

Not in all organization. Not in all areas. But still, organizations starting to
embrace contemporary technologies and processes!

.
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The market is changing — Integrators \ Vendors perspective

*Vendors are selling directly. Cloud vendors sell directly Sl‘klndex
(no integrators are needed). T ———

Hardware - Software - Value Added Service

*Products are more mature- less knowledge is needed

*Strong IT divisions that can “fight” the
vendors\integrators

*Products are commoditizing faster - HW margins are
much smaller - Highly competitive market

Integrators, the “middle man”, feel the increasing pressure

.,
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The current “kings” are threatened

CISCO e SDN — Openflow, Nicira

e Mobile market share
e Traction of startups and cloud providers

Microsoft

HP e Lower margins in printers, servers, PC A

. ,‘J J
VMWARE e Open source alternatives — Openstack — {L

e NoSQL\Hadoop
e Cloud \SaaS

Oracle

| Monfngr“iﬂgﬁpYBeMr;dors e Monitoring is provided by platforms (cloud, PaaS, etc.)

. ) e Publick Cloud
Storage vendors o Software Defined Storage

(EMC NETAPP, etc.)  NoSQL\Hadoop

Re ha

C

ey

)

e Centos

|
I

-
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Please check yourself

e |f you do not develop web application with modern languages — php python
ruby on rails

Development

Data

If you have not explored Hadoop\NoSQL

Infrastructure If you have not started to deploy devop tools.

If you are not deploying continuous integration

Development

If you are not developing agile to some extent

Development

e Have something in public cloud (take things from DMZ)

If you are not able to measure network DC-storage-server as a whole

Organization
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Please check yourself

If you do not ready for cyber attacks (forensic tools, DLP, APT tools etc.)

|AM/| DM e If you want to start an IDM project you need the 100% CEO support and HR
should lead this project with IT.

If you have not started to explore SDN with applications.

Networking

* |f you are not deploying unified communication (VOIP+Video+Chat)

3 D P ri nt| ng e |f you are don’t know how this trend can help your business grow.
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STKI Summit 2074 Frame tale:

Got It.
Let’s do it!

.
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i‘srki.info

sigalr@stki-info WC LOVC

I — What We Do.
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