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We 

Want AI 

In IT, the need for AI comes from the fields
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AI increases 
productivity 
especially in 
programming 

https://www.nngroup.com/articles/ai-tools-productivity-gains/
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https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/unleashing-

developer-productivity-with-generative-ai

Generative AI  
can increase 

developer speed, 
but less so for   
complex tasks
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https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/unleashing-

developer-productivity-with-generative-ai
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• Code generation or Code 

Assistant or AI pair 

programming tools are LLM’s 

trained on code

• Part of the development tools 

(IDE) in all development 

process

• What about risks? 
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Various Code Assistance tools
• On Premise vs. Cloud service

• Personal vs. Enterprise versions

• Different languages

• The quality of result is based on the 

volume of code it was trained on.  

Including Teraforms, Selenium 

• Different missions:
• Write code

• Write tests

• Find bugs

• Document / explain code

• Refactor / improve  

• Modernize code 

unit testing 
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Israeli Enterprise 
Code Assistance 
perspective

• Comes from the field (the programmers)

• Quality of code is improved

• Productivity increase between 15% (at the 
beginning) up to 40% (in some organizations) 

• Like code you get from off-shore programmers – takes 
some time until you trust it 

• Not suitable for all situations (defense, core IP of company, etc.) 

• Learning curve for getting the best results from the tool

• Lots of potential in documentation and unit testing 
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• Content / code is leaked and reused by the AI tool:
• Credentials (Keys, User-Password) 
• IP (code or text with user stories, product details, documentation, company 

secrets) 
• Infected code is suggested by the AI tool or library names “invented” by 

hallucinations become backdoor for cyber attacks 
• AI is exposing organization vulnerabilities (internal threat) 
• The code suggested by AI includes opensource code or other IP 
• Who has the rights for the code that was generated by the developer and the 

code assistance tool?
• The model was trained on content that has IP rights 

Risks with 
Code 
Assistant 
Tools 
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Solutions to the code 
assistance tools 

• Use on premise installations 
• Use “Enterprise Edition” cloud 

solutions

• Use DLP when prompting 
• Need to integrate the DLP to the IDE / 

Web Gui 
• Is the DLP configurated to 

code/software scenarios? 

• Use open-source security and license 
compliance management tools 
• Need to integrate the DLP to the IDE / Web 

guy 

• Log the code assistance activities 
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STKI Recommends

Enhance the security 
awareness program with AI 
related topics 

For most of the enterprises the 
“enterprise edition” of code 
assistant offering might be good 
enough for the near future 

Evaluate AI risks and 
solutions every 6 months 

Enterprises should evaluate their 
risk in the different vectors and set 
their policy to the different 
activities domains 

Use risk mitigation AI tools
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Recommendations specific 
to the organization – not 
“connect to Kafka” as it's 
done in GitHub but “connect 
to Kafka” in your organization 
– using RAG (Retrieval 
Augmented Generation)

How will the 
future look like?
Convergence!!
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How will the future 
look like?
Convergence!!

AI code assistance tools will take the 
design documents of the product / project 
with its epic, user stories etc. , give advise, 
prepare a plan and budget for the product 
/ project and code it 

מאגר החקיקה באתר האינטרנט  
מסמך אפיון1633 פרוייקט



Copyright@STKI_2024 Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
15

Programming will 
never be the same
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AI implications on 
Cyber: new era for 
fishing, targeted 
attacks and fraud 
(Deep Fake)
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New era for smart 
modified malware 
created by anyone 
who wants 
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New era for smart 
modified malware 
created by anyone 
who wants 

New era of Cyber 
tools that are 
smarter
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Will we see instability in solutions/vendors?

Solution is 
created doing X 

based on GPT 3.5 

Solution is 
created doing X
Based on GPT 4 

Solution is 
created doing 

X based on 
new model 

When solution can not adopt easly to new 
GenAI models we might see new solution 

overtaking them

New better 

model
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How will the new tech 
expert will look like?



Copyright@STKI_2024 Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
21

Implications 

• Productivity boost
• Quality improved  
• Increase the need for testing environment so we can test the GenAI scripts

• Who will build the testing environment? Answer: GenAI
• Cloud is the first choice for building the testing environment

• Dynamic and Self Healing + resource optimization (cost savings)
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• Will we need smaller team?

• Will you merge several team together?

• Will you need more experienced team members? 

• Will you need less experienced team members? 

• Will it be easier to replace team member? 

• How will you use outsourcing? 

How will your team 
look like?

Only time will tell! 
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Work &Life will never 
be the same



Copyright@STKI_2024 Do not remove source or attribution from any slide, graph or portion of graph STKI.INFO
24

הזמנה לסקר תשתיות
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אתם מוזמנים 
לשולחנות עגולים

  התמיכה מרכז בין הממשק שיפור•
 מרכז לבין(SOC) סייבר בנושא

Help) הטכנולוגי התמיכה Desk)
   האם – תרחיש בכל עסקית המשכיות•

  ?תפיסה שינוי נדרש
  הנתונים מסדי של והשרידות הזמינות•

הארגוניים
 ובקרה שליטה פתרונות יישום•

(observability) מבוססי AI
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Thank you Inbal Raanan!!
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Good luck with planning your future 
AI Implementation in development, 

Infrastructure, Operations and Cyber
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Lunch 

13:20-14:20
Break

Organization 
20246

14:20-15:00 Galit 
Fein

AI-powered 
Knowledge Worker7

15:00-15:30 Einat 
Shimoni

THE END
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